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HIGHER EFFICIENCY AND SECURITY IN LARGE

NETWORKS

ANOVIS AND SBA RESEARCH DEVELOP TOOLS FOR SECURE AUTOMATED
CONFIGURATION IN LARGE NETWORK ENVIRONMENTS.

SIEM systems enable the central collection and anal-
ysis of security-relevant data from various sources
such as firewalls, intrusion detection systems (IDS),
antivirus software, servers, and applications. This pro-
vides a holistic view of the company's security situa-
tion and facilitates management and monitoring. In
addition, SIEM systems are able to detect security-rel-
evant events in real time. By analyzing log data and
applying correlation rules, potential security incidents
can be quickly identified, and appropriate counter-
measures can be initiated to minimize damage.

SIEM systems are a central element of the MSSP
(Managed Security Service Provider) services that
Anovis has developed in recent years together with
the experts from SBA Research. At the heart of the
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Anovis service model is the operations module. It is
based on the ITIL process framework and comprises
various services that ensure continuous operations
around the clock.

SBA Research works with Anovis to develop tools that
improve the automation of the numerous compo-
nents. One example of this is a module that automat-
ically rolls out the necessary configuration changes to
all affected firewalls in large network environments
when network components in CMDBs (Configuration
Management Databases) are changed.

Markus Guttenberg, Managing Director of Anovis, de-
scribes how important such components are in a com-
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lex overall system in order to handle processes effi-
ciently, quickly, and securely: “These tools enable us
to offer high-quality security services at competitive
prices. It saves on personnel resources, as we can
carry out complex work steps fully automatically.
However, extremely broad and in-depth specialist
knowledge is required for this to work reliably. Thanks
to our long-standing collaboration with SBA
Research, we have been able to build up this expertise
and turn it into valuable tools.”

COMET - Impact and effects

In addition to various tools for the secure automation
of complex network configuration changes, Anovis
and SBA Research are also working on ASM (Anovis
Security Monitoring), a SIEM module based on the ELK
stack (Elasticsearch, Kibana, Beats, Logstash), which
makes it possible, for example, to translate logs from
a wide range of network components so that they can
be processed centrally. Playbooks were also jointly
developed, which make the daily work of analysts in
the MSSP environment considerably easier and guar-
antee uniform quality standards in processing.

A decisive advantage of the long-standing COMET col-
laboration between Anovis and SBA Research is the
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continuous further education and training of employ-
ees. Targeted training and knowledge transfer be-
tween the two organizations ensures that everyone
involved is always up to date with the latest technol-
ogy and best practices in the field of IT security. This
makes a significant contribution to ensuring that the
services offered are of the highest quality and meet
the current threat scenarios.

The joint success story of Anovis and SBA Research
impressively demonstrates how the combination of
research and practice can result in innovative security
solutions that meet the requirements of large corpo-
rate environments. Through continuous cooperation
and the pooling of expertise, Anovis is able to offer its
customers customized and highly efficient security
solutions that sustainably improve both the operation
and security of IT infrastructures.

In conclusion, Markus Guttenberg emphasizes: “The
successful partnership between Anovis and SBA
Research is a prime example of how research and
commercial application can go hand in hand to create
forward-looking solutions. We are proud not only to
be able to offer our customers first-class security ser-
vices, but also to make an active contribution to the
further development of the IT security landscape.”
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