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Goals
 Survey of verification, validation and evaluation methods referenced
 in ISRM literature 

 Discussion and recommendation in which ISRM phases the methods 
 should be applied
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Motivation and Problem
 Over the last four decades, various information security risk 
 management (ISRM) approaches have emerged. 

 A lack of sound verification, validation, and evaluation methods for 
 these approaches exists.

 While restrictions, such as the impossibility of measuring exact 
 values for probabilities and follow-up costs, obviously exist, 
 verification, validation, and evaluation of research is essential in any 
 field, and ISRM is no exception.

Verification, Validation, and Evaluation 
in Information Security Risk Management

Implications for Research and Practice

 Our review of existing ISRM literature revealed that there are no 
 standardized methods for verification, validation, and evaluation of 
 ISRM-related research.

 Verification of ISRM approaches can be conducted objectively with 
 the introduced methods, while validation turned out to be of a rather
 interpretive nature.

 The evaluation methods listed and the defined criteria allow 
 organizations to survey effects of introduced ISRM approaches.

 Depending on the focus of the ISRM research, specific ISRM phases can
 be targeted and researchers can select suitable verification, validation
 and evaluation methods as described by our research results.

 Practitioners have to establish trust in potential or already 
 implemented ISRM approaches. This usually requires the verification 
 and validation of all ISRM phases. While verification and validation 
 should be conducted at the beginning of the process, evaluation 
 should be continuous so as to determine the benefit of the 
 implemented approach.

Results 
How to verify, validate, and evaluate information security risk 
management phases?
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Both methods evaluate the influence of the overall ISRM activities on the 
considered organization.

Figure 1: ISRM verification, validation, and evaluation framework
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